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I ntroduction

This document describes the design for integrating support for the grid into CHEF
[www.chefproject.org]. CHEF isaset of collaborative tools which are built on top of the
Jakarta Jetspeed portd toolkit. The god of thiseffort isto dlow additiond grid-oriented
tools to be quickly built in CHEF which make use of grid services and operate within a
orid security context. Theinitid purpose of this effort wasto provide aframework to
develop a collaborative porta [www.neesgrid.org] for structural engineers which usesthe
grid asits authentication.

The grid provides a distributed authentication and authorization mechanisms based on
X.509 certificates. In addition to using X.509 certificates, the grid adds capabilities for
certificate management, certificate proxy support, certificate storage and retrieva, and
secures web services which require authorization identity. As such, the grid provides a
strong st of toolsto build distributed systems which require strong authorization and
authentication.

There are anumber of porta technologies which provide the ability for web stesto
operate within agrid context. The Grid Portal Development Kit (GPDK)
[doesciencegrid.org/projects GPDK /] provides grid functiondity to web Stes using
JAVA Beans which encapsulate grid functiondity. By using beans, the GPDK
functiondity is accessble usng the JSP (Java Server Pages). Thisalows usersto tekea
relatively straightforward static web site and quickly add grid functiondity. The
disadvantage to this approach is that beans must be developed to support each capability.
A PERL-based portd toolkit called GridPort was developed at the University of Texas
[https.//gridport.npaci.edu/].

The next generation of Grid Portals will need to make use of the rgpidly expanding
cgpahilities of the Commodity on Grid Toolkit COG [www.globus.org/cog/] and the
emerging Open Grid Services Architecture (OGSA) [www.globus.org/ogsal]. These
capabilities move the grid from a distributed job submisson, monitoring, and resource
discovery system to atoolkit capable of building distributed applications using grid-
enabled web services and other capabilities.

The COG and OGSA deploy ther functiondlity primarily in the JAVA language. By
writing applicationsin aJAVA environment, they can make full use of the complete
range of capabilities of these emerging toolsets. This makes environments such as
Jetspeed and CHEF an excdlent environment for developing grid porta capabilities.

The Alliance Portd Project (NCSA, 1U, ANL, Utah)
[http:/AMmww.ncsauiuc.edu/Expeditions/Portals/] is developing a set of reusable Grid
Components using Jetspeed as the base structure. The CHEF team isworking
cooperaively with the Alliance porta team to come up with acommon standard for Grid-
enabled Portlets operating in Jetspeed.
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Overview of CHEF

CHEF is an open source collaborative porta framework which is based on the Apache
projects Tomcat [jakarta.apache.org/tomcat/] and Jetspeed [jakarta.apache.org/jetspeed/].
Tomcat provides the servlet container environment and Jetspeed provides the flexible and
reconfigurable porta environment. By relying on existing open-source projects, CHEF

has been able to building functiondity at the tool and service level rather than building

base functiondity.

CHEF Architecture
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Functiondity developed in CHEF is separated into two components. Teamlets and
Services. Services provide long term persistence and are accessed using a standardized
ServicesAPI.  Aspart of eech CHEF ingtdlation configuration the gppropriate service
implementations for each CHEF ste are “ plugged-in” to the generic sarvices APIs.

Teamlets are the components which provide the functiondity to the end users. A teamlet
is developed for each tool (Chat, Schedule, Resources, etc...). Teamlets are Stateless—
they rely on servicesfor long-term persistence and on Tomcat/Jetspeed for sesson
persistence.

Required Modificationsto CHEF to Operate within the Grid
The primary modification to CHEF is to augment the built-in security modd within

CHEF to use the grid authentication as the authoritative source of authentication and
authorization information.
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CHEF Teamlets access information about a user through the service AP to the CHEF
UserDirectoryService. The UserDirectoryService is dso consulted by the CHEF
framework when auser isinitidly logged into the sysem. The CHEF
UserDirectoryService component can be configured to delegate basic user authentication
operations such as verifying an id/password combination to a UserDirectoryProvider.

By writing and configuring a Grid UserDirectoryProvider plug-in, CHEF trests the Grid
as the authoritative source of user authorization

CHEF
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@» Teamlets
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The grid UserDirectoryProvider will consult aMyProxy
[www.ncsauiuc.edu/DivisongACESMyProxy/] server which has been configured by
the CHEF adminigtrator when it is presented with an id/password pair for log-in to
CHEF. If MyProxy returnsavdid credentid, the user islogged into CHEF.

A new service has dso been added to CHEF specifically to support Teamlets which make
use of Grid Servicesviathe COG and/or OGSA. Asthe user islogged in, their certificate
is passed from the UserDirectoryProvider to the Grid Service Component for storage
during the user’s session.
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Using the Grid Service API, a Teamlet can retrieve the certificate associated with a
particular user S0 that the Teamlet may perform operations using the OGSA or COG
libraries on behdf of the user.
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In addition, several sample Teamlets have been written to show how to use the Grid
Service and make GOG or OGSA calls.
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The above image shows the output of one of the sample Grid Teamlets to display the
contents of the current certificate for the current logged in user.

Writing Grid Enabled Teamlets in CHEF

Thefollowing isasmplified vergon of the code eements needed in the above Teamlet.
The Teamlet uses Turbine to find the system-configured Grid Service and then uses the
Grid Service AP to retrieve and print the proxy information for the user who islogged
into this sesson.

i mport org.chefproject.service.GidService;

i mport org.globus.security.*;
i mport org. gl obus. myproxy.*;

/1l Use turbine to find the CHEF Grid Service
GidService mGid = (GidService)Turbi neServi ces
.getlnstance().getService(&idService. SERVI CE_NAME) ;

/'l Retrieve the proxy for this user fromthe service
proxy = m Grid. get CurrentUser d obusProxy();

Systemout.printin(“Cert:” + mGid.toString(proxy));
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For a Teamlet to make use of OGSA sarvices, it must import the additional classes from
OGSA and provide the proxy to the OGSA tool using the appropriate interface:

i mport org. gl obus. ogsa. sanpl es. NsdsSer vi ceLocat or;
i nport org. gl obus. ogsa. sanpl es. NsdsPor t Type;
i nport java. net. URL

NsdsServi ceLocator | ocator = new NsdsServicelLocator();
NsdsPort Type nsds = | ocator. get NsdsPort (new URL(uri));

/1 Provide the credentials
((Stub)nsds). _setProperty(GSI Constants. GSI _CREDENTI ALS, pr oxy) ;

String channel = nsds. creat eChannel ();

In generd, most of the source code from the OGSA and COG sample gpplications can be
dropped into a Teamlet and operate without change beyond the specification of the
gppropriate proxy to use when performing authenticated services.

Grid and MyProxy Security Model

A us’sidentity within the grid conssts of asigned X.509 certificate. Withina
certificate the owner’ sidentity is caled the subject:

/ C=US/ O=Nat i onal Superconputing Alliance/ CN=Charl es Severance

This gring is the unique Grid-wide identity. 1n an ided world using certificate based
authentication, the user’ s certificate would be stored in a smart card which would be read
as part of abi-directional SSL handshake between the user’ s browser and the Grid Portd.

Certificate
Smart card

-2

Unfortunately, thereislittle support for smart cardsin browsers, and in generd, browser
support for user certificatesin the SSL handshake is problematic.

Because of these limitations in browser support, the Grid has created away to manage
user certificates outsde of the browser and the user’s desktop. This capability is caled
MyProxy. There are two typicd scenariosin aMyProxy environment. In thefirgt the
certificate is ored on a UNIX system and in the second the certificate is stored on the
user’s persond workstation.
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In the first scenario, before the user can use the grid, and the Grid Portal, they loginto a
UNIX server, and “check in” alimited duration derived certificate to the MyProxy server.
This limited duration proxy certificate is protected by an I D/phrase combination. Each
time the user checksin their certificate, they can use a different 1 D/phrase combination.
The default for the ID is the user’s UNIX account on the UNIX system.

An example of how the user checksin their certificate is asfollows:

login as: crs

password: secretuni xpassword

Last |ogin: January 14, 2003

$ nyproxy-init —s nyproxy.ncsa. uiuc. edu

Your ldentity: /C=US/ O=Nati onal Superconputing Alliance
/ CN=Char | es Severance

Enter passphrase for this certificate: secretcertificatepassword

Creating proxy ..... Done.
Enter myproxy pass phrase: secretmyproxypassword
A proxy has been created for 168 hours.

There are three passwords which are used in the above interaction:

The password for the user’s UNIX account

The password which unlocks the user’ s certificate. This password is specified
when the user is requesting the certificate.

The password for the temporary proxy certificate store. Thisisthe MyProxy
| D/password which the user presents to the grid Portal

Once the user has checked in their certificate, they connect to the grid portd. This
interaction isa unidirectional SSL connection where the host has a certificate, but the
user’s browser is not required to provide a certificate. A unidirectional SSL. connection
provides a secure channd for the data and establishes the host’ s identity, but does not
edtablish the user’ sidentity. The user logsinto the porta using basic authentication or
form:based authentication with their MyProxy ID and phrase through the SSL
connection.  The portd uses thisinformation to check out the temporary certificate from
MyProxy for the user so the portal can perform grid functions on behaf of the user.
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This same scenario can be done with the user storing their certificate on their persond
workstation which is capable of performing the myproxy-init operation. This softwareis
available for Macintosh, Windows, or UNIX operaing sysems. This scenario hasthe
advantage that it is more convenient, but it requires that the persona system berdatively
well-secured, especidly when a system is shared among users.

MyPr oxy

Proxy
Certificate
ID/Phrase

e

o
“dle

Once the proxy has been checked in from the workstation using mypr oxy-init, the user’s
interaction with the porta is the same as in the previous scenario.

Blending the Grid/MyProxy and CHEF Security Models

While the grid maintains the authoritative source of each user’s account, password, and
unique identity, CHEF needs to maintain loca profile informeation for each user so they
can operate with CHEF. This profile contains the following information:

User ID (typicaly ashort identifier)
Password

Firg Name

Last Name

E-Mail Account

The user ID and password in CHEF dign withthe MyProxy ID and phrase directly.
CHEF ignores the local password for grid users. Whileit may seem logica to pull the
firg and last name from the common name (CN) stored in the certificate subject, the
semantics of the CN field is up to the certificate authority (CA) so CHEF smply treats
the entire subject siring as a Sngle unique identifier.

Thiswould be rather smple except for the fact that the user is able to select their
MyProxy user ID each time they check-in their proxy. As such CHEF mugt store the
subject information associated with each account as the account isfirst crested. When a
user is authenticating, CHEF must use the | D/password to get the user’s credentia. Upon
successful retrieva of aproxy, the subject of the proxy must match the subject stored in
the user’s CHEF account. Authentication is denied if (a) a proxy cannot be retrieved, or
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(b) the subject fidd of the retrieved proxy does not match the subject field stored in
CHEF.

Because CHEF supports arbitrary named attributes for users, there are no required
modifications to the base CHEF code. The only modifications are contained in the grid
service components which have been added to CHEF.

In addition to the CHEF accounts which are authenticated using the MyProxy, CHEF will
aso provide support for accounts which do not have corresponding Grid accounts. The
typica use for these accounts is for CHEF adminigration activities. In ademonstration
Ste, there may also be a need for local-only CHEF accounts.

Conclusion

Adding grid capabilitiesto CHEF is remarkably straightforward. A number of extensons
were developed but there were very little changes required to the standard CHEF code.
Deploying a CHEF/Grid service is as Smple as setting some configuration optionsin the
standard CHEF release. CHEF supports both local CHEF accounts and CHEF accounts
which are backed by grid credentids.

Once CHEF has been configured to use MyProxy for its authentication, it becomes
relatively straightforward to develop tools which use the COG or OGSA capabilities.
Much of the sample source code provided with these products works without any
modifications within the context of a CHEF Teamlet.
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